








It is clear that these value protection
strategies fall into the unrewarded risk
category.

However, compliance is an
opportunity disguised as a
challenge. By taking a thought-
ful approach to addressing this
challenge, you can better posi-
tion your company for

the long term.

Financial risk

Apart from the challenge to survive
exchange rate and stock market
fluctuations (as well as other factors
not within our control), credit risk, the
potential of fraud and legal claims are
real.

Companies invest mostly in the com-
bating of financing and credit risk and
to a slightly lesser extent in the man-

agement of market related risks.

Since a large percentage of financial
transactions are nowadays done over
the phone — and because compliance
legislation demands it — transactional
conversations are recorded.

Because most strategies to minimise
liability fall within the unrewarded risk
category, we need to find out if and
how financial risk can be approached
to create value.

Other risk realities

Reputation, [T, country, politics, terror-
ism, crime, physical security and natu-
ral hazards should all be factored into
the overall risk management strategy.
Of these, reputation and IT risks need
to be considered during the transac-
tion management risk analysis as they
tie in with the people and technology
deployed in this environment.

Developing

a risk strategy
for transaction
Mmanagement

From the analysis above it is evident
that three areas of focus are present
in the transaction management envi-
ronment:

Compliance: this covers regulatory
risk and is mostly combated with the
deployment of voice and screen
recording equipment to mitigate the
risks involved.
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Liability: this covers financial, credit
and other liability-driven risk and

is mostly managed with the instal-
lation of a combination of voice
and screen recording technology
to mitigate the risks involved.

Workforce optimisation: this entails
the use of performance manage-
ment and related systems to
minimise human capital risk and to
create value.

In most companies, a combination
of these focus areas are prevalent,
and a comprehensive risk intel-
ligent strategy will ensure that they
are addressed from a holistic point
of view.

The diagram below illustrates the interaction between these areas.
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The risk elements in
perspective

Now we can look at the various ways
in which we can ensure that a com-
prehensive transaction management
strategy is developed, factoring in all
the elements that exist within this
environment.

The following fictitious examples
illustrate some of the dimensions
found within the transaction recording
environment and show how shifting
from a narrow to a broad risk focus
can effect value creation.

Example 1: BPO

Lilliput is a Business Processing Out-
sourcing (BPO) contact centre with 400
agents, servicing at least 200 clients.

The BPO service includes the soft-
ware, the process management and
the people to operate the service. It
also means that a certain amount of
risk is transferred to Lilliput, who runs
the process elements on behalf of their
clients. These risks include failure to
meet service levels, unclear contractual
issues, changing requirements and
unforeseen charges.

Lilliput acquires a voice recording sys-
tem to ensure that all the contact cen-
tre’s calls are available to their clients.

It is also installed to comply with the
statutory requirement which demands
that all calls constituting contracts need
to be recorded.

Lilliput feels they have spent a lot of
money just to keep their stakeholders
happy — what is generally referred to as
a grudge purchase.

Unrewarded risk management
addresses mitigation issues that
are for the most part disconnect-
ed from the company’s strategy.
It tends to focus on the protec-
tion of tangible assets and can
be quite inflexible.

Risk strategy:
Value protection

Risk coverage:
Regulatory risk
Financial risk

Product implementation:
Voice recorder for compli-
ance and liability recording

Good outcomes:
Avoidance of non-compli-
ance penalties
Record of transactions to
ensure compensation from
client

Bad outcomes:
System is not utilised
beyond its function as a
compliance tool.
No provision for workforce
optimisation, quality
management.
Return on investment is
minimal
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Example 2: Contact Centre

Apart from having to deal with compli-
ance and liability issues, staff retention
is a huge challenge for Paradox, an
outbound contact centre. This results
in high recruitment and training costs,
motivational problems and absentee-
ism. In actual fact, Paradox is losing
money and their clients are becoming
impatient as campaign deadlines and
targets are not met.

Paradox invests in a business com-
munication solution of which voice
recording, screen recording and a
comprehensive performance optimisa-
tion suite are key elements. This pow-
erful solution not only ensures fair and
comprehensive agent assessments,
but proves to be instrumental in the
recruitment and training of new agents
and the ongoing skills development of
staff. This has a direct result that staff
feels valued and thus more motivated.
Paradox now effectively manages their
human capital risks, while still taking
care of the regulatory and liability is-
sues.

While it is important to
evaluate potential crises,

it is equally critical to consider
risks that are linked to success
so that opportunities can

be capitalized

Example 3: Stock broker

Bull & Bear, a stock broker firm, acquire
a voice recorder and as far as compli-
ancy is concerned, they feel that they
have done what is necessary. But then
disaster strikes.

A client who phoned a few weeks back
to instruct Bull & Bear to sell his R2ZM
worth of shares in an oil company, calls
again asking why the transaction did
not take place, because he lost a lot

of money as a result. He holds the firm
liable for his loss and is ready to start
legal proceedings. Bull & Bear insist
that they only received an instruction to
sell R200 000 (the paperwork confirms
this).

Risk strategy:
Value protection
Value creation

Risk coverage:
Regulatory risk
Financial risk
Human capital risk
Reputation risk
IT risk

Product implementation:
Integrated voice and screen
recording with comprehen-
sive performance man-
agement suite to ensure
workforce optimisation

Good outcomes:
Higher operating margins
Lower telephone bill
Increased efficiency
Less staff required
Less infrastructure required
Better service delivery
Higher competitiveness
Improved sales
Higher commission structure
for agents
Higher hit rate
Less rework

Bad outcomes:
None forthcoming

Risk strategy:
Value protection

Risk coverage:
Regulatory risk
Financial risk
Product implementation:
Voice recorder for
compliance and liability
recording

Good outcomes:
Avoidance of non-com-
pliance penalties (Limited)
record of transactions
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To their dismay they discover that the
recording that contains this transac-
tion does not exist anymore, because
the oldest recordings on their voice
recorder are erased to make place for
new recordings. Bull & Bear did not
make provision for a backup mecha-
nism. They have no option but to com-
pensate their client (now an ex-client)
for his loss.

Their risk management focus was so
narrow, that Bull & Bear completely
overlooked the fact that they needed
100% recording availability. As a result,
they lost their client, his future earnings
potential and their good reputation.

Example 4: Investment company
Because of the contractual content of
the conversations between Total Invest-
ments and their clients, all their tele-
phone calls need to be recorded. They
are also obliged by law to retain all

their recordings for the duration of the
contract plus five years. Because they
cannot afford to lose a single record-
ing, Total Insurance decides to invest

in a dual redundant recording system
with an archiving facility. This recording
system not only sends an email and
SMS to the system administrator when
an alarm condition is raised, but actu-
ally switches the recording process to a
backup recorder when — for any reason
— the primary recorder is offline.

When a suspicious transaction worth
millions is under investigation, all the
evidence is there, and any liability that
the investment company would have
been subject to, is cast aside. The
investment in a dual redundant system
(which costs significantly more than a
standard recording system) practically
pays for itself.

Clients feel that their money is safe with
Total Investments and - as we know -
word of mouth is a powerful marketing
tool.

Bad outcomes:
Reputation damage
Loss of future earning poten-
tial from client
Payout of claims eats into
profit margins.

Redundancy of equipment,
processes and systems are
absolute necessities where
the cost of failure is directly
related to loss of revenue,
liability claims, penalties or
a combination of these.

Risk strategy:
Value protection
Value creation

Risk coverage:
Regulatory risk
Financial risk
Reputation risk

Product implementation:
Dual redundant voice
recording system to ensure
compliance and 100%
liability coverage

Good outcomes:
Avoidance of non-
compliance penalties
Complete record of
transactions
Transactions can be
substantiated with facts
Good reputation inspires
business growth.
Reduced financial liability

Bad outcomes:
None forthcoming
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Risk intelligence: considering
all the risk elements

Bringing together the people, systems
and processes that form the backbone
of the transaction management sphere
is a multi-dimensional process. De-
pending on the industry in which you
operate, the focus will differ.

In the contact centre environment,
human resource management and
contact centre management play a
cardinal role in the success of this busi-
ness unit. Human capital management
issues such as staff retention, training,
recruitment, absenteeism and quality
of service delivery impact the effective-
ness of the contact centre. If consid-
ered that around 70% of the cost of a
contact centre revolves around human
capital, it would be safe to expect that
a reduction in these costs would have
an enormous impact on the overall
profit margins. It is not necessarily the
size of the contact centre that is the
issue, but the type of service that is
rendered that will determine the extent
of the investment in a performance
optimisation package.

In industries where the contents of

the conversation could have legal
implications (health advice, emer-
gency response actions, contractual
agreements and even air traffic control
instructions), liability weighs in as the
heaviest candidate. In this environment,
recording availability is the key element
that needs to be addressed.

When you buy a transaction
recording system you need
to ask yourself: “What is it
worth to me if a recording
disappears?”, in other words
“What losses would my
company incur if recordings
were lost?



The amount of focus on a particular
element will ultimately determine the
capital investment that will be made.
Only a thorough risk analysis will ensure
that the focus is correct and that all
elements have been considered. The
ideal strategy that emerges will contain
elements of value protection and value
creation.

Risk intelligence through
redundancy implementation

Once you have determined that you
need some degree of system redun-
dancy in place, you need to determine
the level of implementation.

The level of redundancy will be deter-
mined by the type of industry and the
cost of failure. Consider an environ-
ment where the customer’s transaction
is required to be retained for a period

as proof of the transaction or an envi-
ronment where the voice transaction is
regarded as a proof of sale.

The recording availability that is re-
quired during system downtime which
includes hardware maintenance, soft-
ware upgrades and operating system
upgrades should also be considered.

If your recording system replaces a
paper-based system, what was the de-
gree of effort and capital that were allo-
cated to maintain and secure contracts
before: micro-fiche copies and off-site
storage costs come to mind. It would
be dangerous to assume that the mere
recording of transactions would replace
the need for safe long-term storage
and that the technology will be infallible.
Ensure that the money that you are
prepared to spend on the protection

of your digital information matches the
intrinsic value of the information.
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When discussing redundancy, it is im-
portant to note that the recording sys-
tem is always part of a larger network
of devices and connections between
communications components. Failure
of connections and devices such as
trunk lines, PBX’s and networks are
not taken into consideration here, but
needs to form part of the risk manage-
ment strategy. It is also evident from
this analysis that the risks associated
with the IT environment need to be
addressed when looking at redundancy
as a whole.

The table below provides general
implementation guidelines, but the
best advice would come from the
DataVoice professionals once
they’ve done an assessment of your
business environment and risk
structures.

Risk area Type of redundancy recommended

Regulatory

System recommended: Basic voice recording system.
Recording failure detection through system health and alarm notification

is advisable.

Recording failure prevention. None required

Human capital

System recommended: Performance optimisation system, integrated
with voice and screen recording for quality recording.

(In this environment client queries are managed and the voice recording
is used to ensure that the Contact Centre Agent is portraying the correct

image of the company.)

Recording failure detection through system health and alarm notification.
Recording failure prevention. None required.

Regulatory + Human capital

System recommended: Performance optimisation system, integrated with
voice and screen recording for quality recording.

Recording failure detection through system health and alarm notification.
Recording failure prevention. None required

Regulatory + Financial/ Liability

System recommended: Voice and screen recording system with CTI
integration to link client information to the recording.

Long-term archiving facility, preferably off-site

Recording failure detection through system health and alarm notification.
Recording failure prevention through built-in system redundancy.

Financial/ Liability + Human capital

System recommended: Integrated performance optimisation, voice
and screen recording system with CTl integration to link client information

to the recording.

Long-term archiving facility, preferably off-site.
Recording failure detection through system health and alarm notification.
Recording failure prevention through built-in system redundancy.




Methods of implementing
redundancy:

When considering the level of redun-
dancy required, the following options
are available:

Fault tolerance can be provided
with software or imbedded hard-
ware, or a combination thereof.
Redundant system components
such as fans, hard disk drives and
operating systems can be installed
to back up primary resources.
Archiving redundancy, i.e. ar-
chiving the same data to more than
one backup device.

Fallback activation in systems
with a recording controller (RC):
The RC makes an intelligent choice
whether to record or not. Should
the RC be non-responsive, the
recorder will record in backup acti-
vation mode. Dual activation meth-
ods can run in parallel to provide
uninterrupted functionality should
one of the activation methods fail.

Dual redundancy such as the
duplication of an entire system
or sub-system with a manual or
automatic fail-over mechanism can
be installed. Multiple recorders and
recording controllers can be de-
ployed in mission critical environ-
ments. Three options are available:

N+1 redundancy: One back-
up recorder per system. The
system can tolerate failure of
either the recording controller
or the link between the record-
ing controller and the backup
switch or the backup switch.
Redundant recorders: The
system can tolerate the failure
of multiple recorders. The re-
cording controller remains the
single point of failure, but fall-
back activation will ensure that
recording is not interrupted.
Full redundant systems are
the most reliable configuration
where every component has

a totally independent backup
component available. There
are no single points of failure.

Implementing
a risk
intelligent
transaction
management
strategy

As is evident from the discussion thus
far, compliance, liability and workforce
optimisation do not live in isolated
spheres within the transaction manage-
ment area of most companies. In fact,
they are tightly linked and inter-depen-
dent. Therefore it is important that a
company develops a full-spectrum view
of the risks associated with each area
of focus to bridge the division between
the various risk management silos that
are traditionally used to address the
various areas. This will prevent a frag-
mented view of risk and the duplication
of effort of risk assessment activities.

By successfully infusing this common
view of risk management into the cor-
porate culture, a risk consciousness is
cultivated. In this culture, risk manage-
ment is seen as an organisation-wide
responsibility and competency.

VWho stands
to benefit?

Intelligent risk management is not just
something for corporations or pub-

lic organisations, but for any activ-

ity, whether short or long term. The
benefits and opportunities should be
viewed not just in the context of the
activity itself but in relation to the many
and varied stakeholders who can be
affected.
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Companies make money by
taking intelligent risks and lose
money when failing to manage
risk intelligently.

VWhat does
DataVoice
offer?

DataVoice offers our expertise as busi-
ness solution professionals to advise

you on all aspects of risk management
that affects your transaction recording
environment. We will help you analyse
your unigque business environment to

design a solution that not only fits your
current requirements, but offers scope
for expansion as your business grows.

If your solution requires for example full
redundancy, but budgetary restrictions
prevent you from installing the ideal so-
lution right away, we will advise you on
the best way to structure your solution
so that additional hardware and fea-
tures can be added virtually seamlessly
at a later stage. We will also advise you
on the potential risks involved in each
tier of this incremental implementation.

A program to bring risk
intelligence to your organization
doesn’t have to be a massive
and expensive undertaking.
Taking small steps can help to
bring about meaningful change.

With our extensive range of product
offerings, we are able to tailor a solution
that fits your business requirements like
a glove.

Let us help you make your
transaction management risk
intelligent.



Glossary

FICA

RICA

FAIS

NCA

Financial Intelligence Centre Act, 2001.
http://www.acts.co.za/fica/

Regulation of interception of communication and provision of
communication-related information Act, 2002.
http://www.internet.org.za/ricpci.html

Financial Advisory and Intermediary Services Act, 2002.
http://www.acts.co.za/fais_act/index.html

National Credit Act, 2005.
http://www.ncr.org.za/the_act.html
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Contact us

Spescom DataVoice

Spescom Park, Cnr Alexandra Ave

& Second Rd, Midrand, 1685, South Africa
Tel: +27 (11) 266 1500

Fax: +27 (11) 266 1532

Sales
Tel: +27 (11) 266 1500
Email:datavoiceinfo@za.spescom.com

Support

International: +27 (11) 266 1801

South Africa: 0861 RECORD
Email:datavoicesupport@za.spescom.
com

Training

Tel: +27 (11) 266 1801
Email:datavoicetraining@za.spescom.
com

www.datavoice.co.za

Spescom Limited UK - London

Unit B7 Westacott Business Centre,
Maidenhead Office Park, Westacott Way
Maidenhead, SL6 3RT

Tel: + 44 (0) 1628 820860

Fax: + 44 (0) 1628 820869

E-mail: info-uk@spescom.com

L
o
S
s
<
o

11



